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Purpose

This document covers the concept of “Gateways” in Power BI. This is high level document and
assumes that resource has basic knowledge of Power Bl Concepts. In this blog, we will mainly
focus on “On-premises mode” gateway.

What is Gateway?

Gateway is an application that creates the link between Power Bl cloud-based services and the
datasource/database located on-premises. It can be installed as service on a machine (or on any
server in the local domain).
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How Gateway helps in Power BI?

The gateway acts as a bridge which provides connection between database and Power BI
services to transfer fast and secure data. It facilitates Power Bl Desktop users with easy access
to shared data source connections and provides security administration which lets organizations
to control which users can access these shared data sources. Moreover, it can also be used for

schedule refresh of data which we have imported into Power BI.

Requirements to install gateway

Minimum:

1) .NET 4.6 Framework

2) 64-bit version of Windows 7 / Windows Server 2008 R2 (or later)
Recommended:

1) 8 GB Memory

2) 8 Core CPU

3) 64-bit version of Windows 2012 R2 (or later)

Types of Gateway

Gateway comes in two different modes which are explained as follows:

Personal mode gateway — This gateway is designed to be setup for a single user and not for the
team which allows the user to connect to sources and can’t be shared with others. It works on a
desktop computer or laptop and can only be used with Power BI. This gateway is ideal for
scenarios where a report developer who creates reports wants to run his/her reports and

doesn't need to share the data sources with others.



On-premises mode gateway — This gateway is built for team development which allows multiple
users to connect to multiple on-premises data sources. It only supports Power Bl but also
PowerApps, Azure Analysis Services, Microsoft Flow, and Azure Logic apps, all with a single
gateway installation. Direct query and Live connection are also supported with this gateway. It is

well-suited to complex scenarios with multiple developers accessing multiple data sources.

How to install a Gateway?

First of all, we need to download Gateway application before installation. We can download this
from below link :

https://powerbi.microsoft.com/en-us/gateway/

Or we can find the link when we logged in to Power Bl service as shown in below image.
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Below are the steps which we need to follow to install gateway:-


https://powerbi.microsoft.com/en-us/gateway/

Right click on the downloaded set up and run as Administrator.
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Click on Next button on the below populated screen.
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C?) On-premises data gateway installer

Start your on-premises data gateway installation.

Logic Apps, and Microsoft Flow.
Gateways should be installed on a computer that is always on.
Performance may be slower on a wireless network.

Learn more

Next

A gateway acts as a bridge between on-premises data (not in the cloud), and Power Bl, PowerApps,

Cancel




Select “On-premises data gateway (recommended)” option and click on Next button.

|
C?) On-premises data gateway installer

Choose the type of gateway you need.

® On-premises data gateway (recommended)
* Can be shared and reused by multiple users
* (Can be used by Power Bl, PowerApps, Logic Apps, and Microsoft Flow
¢ Supports schedule refresh and live query for Power BI
Learn mare

) On-premises data gateway {personal mode)
* Can only be usad by you
¢ Can only be used in Power BI
* Only schedule refresh is supported
Learn more

MNext Cancel

Then again click on Next button on the “Reminder” screen.

CD On-premises data gateway installation

Reminder before you install.

/N The gateway works best when it is installed on a computer that is always on and not asleep.

The gateway will perform maore slowly on a wireless network.

Next Cancel




After this, tick the checkbox to accept the “terms and conditions” and click on “Install”

button to complete the installation process.

q} On-premises data gateway installation

Installing your on-premises data gateway.

Please wait

Cancel

x
( 1 ) On-premises data gateway installation
Getting ready to install the on-premises data gateway.
Install to
C\Program Files\On-premises data gateway
[ 11 accept the terms of use and privacy statement

Close
x




6. Now it prompts us to enter the email address. Please enter the same address which
we use to log into Power Bl service and click on “Sign in” button.

? X
Q On-premises data gateway
Almost done.
Installation was successfull
Email address to use with this gateway:
Mext, you need to sign in to register your gateway.
6. Enter the password and again click on “Sign in” button.
( Sign in to your account ﬂ

Microsoft Azure

BE Microsoft

onmicrosoft.com @

Enter password

Password

Forgot my password

Sign in with another account

We're making a few design updates to this sign-in experience in mid-June. Learn more %

©2018 Microsoft Terms of use  Privacy & cookies




7. As we are installing gateway for the first time so select below highlighted option and
move to next screen by clicking on “Next” button.

Ci} On-premises data gateway

You are signed in as rajnish.kaushal@hybridbi.onmicrosoft.com and are ready to ]
register the gateway.

I ® Register a new gateway on this computer. I

C) Migrate, restore, or takeover an existing gateway.
* Move a gateway to a new computer
* Recover a damaged gateway
* Take ownership of a gateway
The old gateway will be disconnected.

We can also migrate or restore an existing gateway by selected second option.

8. Please give appropriate name to the gateway and give recovery key to migrate or
reinstall the same gateway on another machine. Make sure the recovery key should be
secured and remembered.



@ On-premises data gateway

You are signed in as i.onmicrosoft.com and are ready to
register the gateway.

Mew on-premises data gateway name
Hybrid Bl Solution

[] Add to an existing gateway cluster

Recovery key (8 character mimimum)

Is key 15 needed to restore the gateway and can't be changed. Record it in a safe place.

Confirm recovery key

..‘.llll'l‘4

Learn more about gateway clusters
We'll use this region to connect the gateway to cloud services: UK South Change Region

o




9. Now the gateway has been installed successfully.

Ci} On-premises data gateway

) The gateway Hybrid Bl Solution is online and ready to

Service Settings be used.

Diagnostics Gateway version number: 14.16.6697.1 (May 2018)

to Microsoft,
Read the privacy statement online

Logic Apps, Azure Analysis Services
UK South

PowerApps, Microsoft Flow
Default environment

Power Bl
Default environment

Network Help us improve the on-premises data gateway by sending usage information

Create a gateway in Azure

~) Ready

) Ready

Close

Sometimes if we need to restart the gateway then open the “On-premises data gateway”
application, go to “Service Settings” and click on “Restart Now” link to restart the gateway.




(.D On-premises data gateway

Status

Restart the gateway

Service Settings It is recommended to restart the gateway everytime you make changes to the
gateway configuration files.

Diagnostics I Restart now I

Metwork

Gateway service account

Change the service account your gateway is running as. The gateway is currently
running as NT SERVICE\PBIEgwService.

Change account

Close

Are you sure you want to restart the
gateway?

Restart now Cancel




How to configure a Gateway?

As we have installed the gateway on our machine/server, now we want to configure the
gateway with data source to get updated data each time. Please follow the below steps:-

1. Go to Power Bl Services and click on "Manage gateways" as highlighted below.

Manage personal storage = Create

70 MEB of 10 GE used

Create content pac

View content pack item(s) Name (A-Z)
ACTI  Admin portal ER
» 2 | Manage gateways ]
|~ _-'I ge gateways 1 Kaushal
Settings
i L 1 Kaushal

Manzge embead codes

2. After clicking on "Manage gateways", we can see the gateway is connected to Power B
Services.

jay Cluster Settings ~ Administrators

GATEWAY CLUSTERS

v Hybrid Bl Solution
Online: You are good to go.

Gateway Cluster Name

Hybrid Bl Solution

Test all connections




3. Now click on “ADD DATA SOURCE".

ADD DATA SOURCE

GATEWAY CLUSTERS
~ Hybrid Bl Selution

Test all connections

We can also select this option by clicking on ellipses as shown in below image.

ADD DATA SOURCE

GATEWAY CLUSTERS
v Hybrid Bl Solution

Test all connections

]

Hybrid Bl Solution

+" Connected

ADD DATA 50URCE

REMOVE

Departrnent




4. After clicking on “ADD DATA SOURCE”, below window will get opened.

ADD DATA S0URCE

GATEWAY CLUSTERS
v Hybrid Bl Sclution

New data source

Test all connections

Data Source Settings

Data Source Name
New data source
Data Source Type

Select 3 data source type

5. Give suitable name to data source and select the type of data source from drop down

list.

ADD DATA SOURCE
GATEWAY CLUSTERS

~ Hybrid Bl Selution

New data source

Test all connections

Data Source Setting

Data Source Name

New data source

Data Source Type

[

I Select a data source type

Select a data source type
SQL Server
Analysis Services
SAP HANA

File

Folder

Oracle

Teradata
SharePoint

Web

OData

IBM DB2
MySQL




6. Below is the list of data sources which are available in Power BI.

Wata mouies

Ariadvais Sarvices Tabadir
Analysis Services
INultiimenssonal

File

[Folder

liBM DB2

HBM Informix Database
(BM Netezza

ktysgl.

loData
lobBC

IOledb
loracle
IPostEresSQL
SAP BW
SAP HANA
SharePoint list (on-premises)
Snowflake
SOL Server
Sybase
Teradata
[Web




According to the selection of Data Source Type, different fields will be populated. For
instance, we have selected “MySQL” data source from the dropdown list so we need to
fill the information of below highlighted fields and then click on “Add” button.

Data Source Settings

Data Source Mame

Hybrid Bl Salution

[atabazs

Authentication Method

Basic ¥

The credentials are encrypted using the key stored on-premises on the gateway server, Learn more

|zemams

»Advanced settings

Add Discard




8. After this, we can see that database has been connected with Power Bl services via
gateway. Below image is showing the same.

GATEWAY CLUSTERS
+ Hybrid Bl Solution

+ Connection Successfu

Financial Sample.xisy

HybridTravels test

Test all connections

Basic

The credentials are encrypted using the key stored on-premises on the gateway server, Learn more
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»Advanced settings

Please note: If we have multiple data sources, then we repeat this exercise for each and every

data source separately.



9. Now assign published dataset (report which is published on Power Bl services) to the
gateway by clicking on “My workspace” option and go to “Datasets” tab.

Favorites

Recent

Dashboards  Reports  Workbooks | Datasets

Apps

HAME

Shared with me

Workspaces

My Workspace

10. Click on “Schedule refresh” icon under section “Actions” present across the dataset as
highlighted below:

Dashboards  Reports  Workbooks  Datasets

HAME ACTIONS LAST REFRESH

T X A e pmmam y gm omm e
H Hybnid Travels Dashboard il D 5/23/2018, 1:43:50 Pl

11. If gateway has already configured with data source which is used in the dataset then it
will be seen under the “Gateway connection”. Select the same and click on Apply
button.




General Dashboards QeSIEESM Workbooks  Alerts  Subscriptions

Settings for Hybrid Travels Dashboard

cceeded: Thu May 24 2018 13:42:48 GMT+0100 {(GMT Daylight Time)
hWay 25 2018 13:30:00 GMT+0100 (GMT Daylight Time)

Last refresh su
Mext refrezh
Refresh history

I 4 Gateway connection I@

To use a data gateway, make sure the computer iz online and the dats source is added in Manage Gatewsys.

@ Use an on-prem data gateway

Status Department Gateway Contact information Description

Cmnline @ Hybrid Bl Soluti.. rajnish.kaushal@hybridbi.on...

Hybrid Travels Dashboard @

» Diata source credentials

b Parameters

¥ Scheduled refresh

»Q&A and Cortana

»Featured Q&A guestions

In this way, published dataset is assigned to gateway. Now we can set the scheduling of the
dataset to refresh the data on daily basis. Below image is highlighting the steps to do the same.

4 Scheduled refresh

Keep your data up to date

On

Refresh frequency
Daily T
Time zone

(UTC+05:30) Chennai, Kolkata, Mumbai, Mew Delhi ¥

Tirne

& wlloo v||lem v
Add another time

= Send refresh failure notification email to me




We can also manually refresh the dataset by clicking on “Refresh now” icon present besides the
“Schedule refresh” icon.

Dashboards Reports Workbooks — Datasets

NAME @ ACTIONS
Hybrid Travels Dashboard il

Additional Comments

e Gateway should be installed on a machine that can be left running all the time.

e Gateway should not be installed on a machine which is connected through a wireless
network as it will work more slowly in a wireless network.

e We can install multiple On-premises data gateways on different computers and manage
them all from same Power Bl gateway management interface.



